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AGENDA COMMENTS

PRELIMINARY COMMENTS

TIME SPENT ON SECOM - Chairman, SECOM will remind SECOM
members to submit an estimate of the time they spend on SECOM
matters to the Chairman, SECOM. PPG has submitted this
information, as indicated under Tab A.

UPDATE ON SECURITY AFFAIRS SUPPORT ASSOCIATION (SASA) -
General John Morrison has provided a response to Chairman,
SECOM's letter stating the Security Committee's negative
response to SASA's proposal (attached as Tab B.). General
Morrison's response is conciliatory but states that SASA is
awaiting response from industry before deciding which why they
will go with the proposal.

OGC continues to review the D/0OS cable to Agency
contractors.] bdvises that OGC is researching,
at the request of DDS&T, if a conflict of interest exists for
Agency personnel who become involved in SASA. OGC has not
delivered an opinion on either the cable on the conflict of
interest matter to date.

TERMS OF REFERENCE (TOR) FOR COUNTERMEASURES ADVISORY PANEL
(CAP) ~ Chairman, SECOM has forwarded a letter (attached as TAB
C) to the Chairman, CAP,| | stating that
involvement of the CAP in TSCM matters could result in
duplication of effort. If the CAP adopts TOR which eliminate
redundant functions, the SECOM and the CAP can mutually support
each other according to the memo. C/TSD reports that the CAP
meeting on 5 March resulted in disagreement and further
atte by NSA to take over the whole ball of wax. Letter to
[mpijhad little, if any, effect according to C/TSD.

ITEM I Approval of Minutes of 8 February Meeting
Action Taken Re Minutes

° UPDATE OF SECOM LEAK DATA BASE - SECOM has been advised
that| 'of OS/SAG is the Agency nominee to SECOM
to update the leak data base as indicated in TAB D. The leak
computer fun will be forwarded by SECOM for updating in the
near future.

° DEPUTY DIRECTOR/DDS&T LETTER TO SECOM RE LEAKS - Memo
from Mr. Hirsch, CIA associate Deputy Director for Science and
Technology to C/SECOM (regarding the problem of unauthorized
disclosures of classified information through participation of
cleared persons in unclassified symposia) has been tasked to
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SAG for reporting to SECOM on 29 March. Director of Security
cable to contractors and the Hirsch Memo are attached as Tab E.

ITEM 2 Action on proposed change to DCID 1/19 will
present a Compartmentation Subcommittee proposal to amend
section 36 of the Security Policy Manual concerning foreign
ownership, control or influence)

°’ \will propose only a slight change dealing with
the increasing foreign ownership. Basic DCID 1/19 documents
are attached as Tab F.

ITEM 3 Draft DCID on TSCM (discussion of DIA, CIA and 0OSD
suggestions for change to the draft DCID to provide policy
guidance on technical surveillance countermeasures.)

° There will be a discussion of the draft DCID attached as
Tab G. The submission of the C/TSCS is also attached and is
the coordinated Agency position submitted to the SECOM.
Although COMSEC warded their concerns re the DCID to the
D/0S COMSEC indicated agreement and compliance
with the document submitted by C/TSCS. OSD's response has been
indicated as negative after review of the TSCS submission and
they are expected to be the only ones to vote "no". The draft
differs in minor ways from the TSCS submission. The major
difference is the inclusion of the disclaimer included in
paragraph two under Policy.

ITEM 4 SECOM R&D and procurement projects (discussion of
projects proposed for FY-85; suggestions for similar efforts in
FY-86 and beyond)

° SECOM tasking re R&D procurement projects and the
Agency's response are attached as Tab H.

NEW BUSINESS

° Possibly the nominations for Chairman/UDIS,
Chairman/Personnel Security Subcommittee, Chairman/Security
Education Subcommittee and for|
replacement will be discussed at this time. Nominations are
due to Chairman, SECOM by 15 March.

ITEM 6 Next Meeting - 3 April 1985
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MEMORANDUM FOR: Chairman, DCI Security Committee

FROM: STAT
ember

SUBJECT: Estimates of Time Spent on SECOM Matters By
Members in 1984

1. This memorandum responds to referenced request for
information concerning subject.

2. It is estimated that as a SECOM member, I devote
approximately five hours per week to SECOM matters, a pattern
which prevailed through 1984.

3. The Policy and Plans Group of the Office of Security
provides staff support in SECOM matters. It is estimated that,
in 1984, one policy officer devoted about 8 working days per
month to SECOM activities and required 2 full days per month of
secretarial support for those activities.
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MEMORANDUM FOR: Chairman, DCI Security Committee

FROM: STAT
SECOM Member

SUBJECT: Estimates of Time Spent on SECOM Matters By
Members in 1984

1. This memorandum responds to referenced request for
information concerning subject.

2. It is estimated that as a SECOM member, I devote
approximately five hours per week to SECOM matters, a pattern
which prevailed through 1984.

3. The Policy and Plans Group of the Office of Security
provides staff support in SECOM matters. It is estimated that,
in 1984, one policy officer devoted about 8 working days per
month to SECOM activities and required 2 full days per month of
secretarial support for those activities.
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19 February 1985

FOR: SECOM Members
FROM: Chairman, SECOM

Attached is a copy of a letter
received here. It is forwarded for

your information.
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February 11, 1985

SECRETARY/TREASURER

William H. Parsons
GENERAL COUNSEL
Denisl B. Silver

Cleary, Gottiied, Steen & Hamilton

BOARD OF DIRBCTORS

CHAIRMAN

Robert F. Wehe
Loral Electronics Systems

MEMBERS

Vice Adm. B. A. Burbhalter, J¢., USN

Inteltigence Commuity Sttt
Kenaeth Caviness
McDonnelt Deugias Astronautics
Compeny

George Cokas
Hughes Aircrsht Compeny

Anthony Dignazie

System Engineering Developmant
Corporatioh

Clark G. Fiester

GTE Goverment Systems
Cormoration \

R.P. Henderson

Harris Copomtion

Joseph S. Hult

Hull Associates, inc.

Oliver Kirby
E-Systema, Inc.

Eugene Kopl
Litton, ITEK Optical Systems

Doneld C. Latham
Osp. Under Sec. Del. (%)

Dr. Williem O. Meburen
National Security Agency

Wayne Shalon
Plarnning Aesearch Com.
Robert D. Singel
Consvitant

George F. Sueg
MITRE Comeration

Nathaniel W. Trembeth
TAW Delense Systems Growp

Donald . Webster
Technology for Communications
Inemetional

Lt. Gen. James A. Wilkians,
Detenss inteiligence Agency

Chairman, DCI Security Committee
Via Ames ISC, Rm. 1225 Ames Building
Washington, D.C. 20505

Dear

I am hastening to acknowledge receipt of your
letter of 4 February 1985.

I fear that for some reason, perhaps entirely my
fault, the SASA proposal has been misunderstood. It
was never intended that SASA become involved in any
classified aspect of the personnel security clearance
program.

Originally, as discussed in our meeting of 1l
October we had planned to launch into our study based
on encouragement previously and otherwise received.
Deferring to the view expressed by you at our meeting,
we revised our apgroach which I described in my letter
of 20 November 1984, namely to ask our industry members
"as to whether or not they think a SASA program would
be helpful." As of 24 January 1985, I dispatched to
our members a copy of the letter which was originally
enclosed with my letter to you of 20 November 1984.

Your letter of &4 February 1985, suggests ''that
SASA might wish to reassess the desireability of the
proposal’. Considering the fact that our letter of
24 January asks our members only to advise us if they
"are interested in having SASA undertake a program
focused on the resolution of personnel security clear-
ance problems" and that the letter is now in the hands
of our members, it would be somewhat awkward for all
concerned to retreat at this point. May I respectfully

USA

= N Ty o WG I

e nInsTRY

fec vt

80 West Street ® Suite 110 ¢ Annapolis, Maryland 21401 ¢ (301) 269-5424
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February 11, 1985
Page 2

suggest that we await the responses to our basic query
before we decide the next step.

We may indeed confirm your belief that matters are
well in hand and that there is no need for the type of
service offered by SASA. Nothing would please us more
than to be able to present to you the results of our
survey (on a non-attribution basis) confirming that
the situation is as you have described it. On the other
hand, if contrary views should emerge you would surely
wish to be informed. We would intend to do that.

[I]we certainly do not wish to engage on this STAT
matter in any adversarial manner. If there are any pros-

pects whatsoever of performing a useful service to industry
and government, they may only be realized with the cooper-
ation and support of you and the members of your committee
whose judgments and authorities we deeply respect.

Please be assured that we continue to be mindful of
your concerns and will undertake no action which might
have adverse security implicationms.

personal regards,

2iar”General USAF (ﬁet.)
xecutive Vice President

JEM/cga
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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee

# SECOM-D-052
21 February 1985

Chairman

Countermeasures Advisory Panel
S-6, NSA

Ft. Meade, MD 2075p |

Qear

I appreciated the opportunity to meet with you on 15 February 1984
and brief you on some of the activities of the DCI Security Committee.
Our Technical Surveillance Countermeasures Subcommittee has, for many
years, served as a source of policy formulation, a forum for Intelligence
Community discussion of conceptual and practical considerations, and a
central coordinating mechanism for technical surveillance countermeasures

(TSCM).

The discussion demonstrated that involving the Countermeasures
Advisory Panel in TSCM matters could result in duplication of effort and
diffusion of the energies of the relatively few TSCM specialists in the
government. SECOM, with its subcommittee infrastructure, has been a
source of policy on physical security, and has fostered research and
development in a broad range of security disciplines. Duplication of
such efforts by other interagency groups poses the possibility of further
redundancy.

If the CAP adopts terms of reference which eliminate redundant
functions, I am confident that we can ensure appropriate exchanges of
information and requirements between the CAP and SECOM. We would welcome
continuing the dialogue on mutual support. Please feel free to call me.

Sincgrely,

cc: 0SD Member
L€IA Member
C/TSCS

Sanitized Copy Approved for Release 2010/10/07 : CIA-RDP87-00812R000200060041-5

STAT

STAT

STAT

STAT



STAT |

Sanitized Copy Approved for Release 2010/10/07 : CIA-RDP87-00812R000200060041-5

0\0

<

Q"’&

Sanitized Copy Approved for Release 2010/10/07 : CIA-RDP87-00812R000200060041-5




|

Sanitized Copy Approved for Release 2010/10/07 : CIA-RDP87-00812R000200060041-5

CONFIDENTIAL

MEMORANDUM FOR: Chairman, DCI Security Committee

FROM:

CIA Member

SUBJECT: Nominee to Update the SECOM Leak Data Base

1. This memorandum is in response to Chairman, SECOM's
request that this Agency nominate a representative
the SECOM data base for unauthorized disclosures.

2. This Agency has nominated\ \to serve in

this capacity.W can be contacted through the Office
of Security, Security Analysis Grouﬂ

' 0S/P&M/PPG, (5 Mar 85)!

'Distribution:?!
! Orig - Adse!
! (L - p/s!
! 1 - OS Registry!
! 1 - PPG Chrono!
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MEMORANDUM FOR: Director of Security

VIA: Deputy Director, Policy and Management

FROM:

Policy and Plans Group

SUBJECT: Selection of CIA Representative to Update the
SECOM Leak LCata Base

1. Chairman, SECOM has reguested that this Agency select a
representative to a SECOM Task Force to review and update the
SECOM Leak Data Base. This individual will work with one
representative from the National Security Agency (NSA) and one
from the Defense Intelligence Agency (DIA) on this task force.

2. Each of the respective representatives will be expected
to review the leak files from his own Agency to update the data
base from October 1983 to the present. Much of this work will
be done in the individual's normal office location. However,
the task force will be required to update the inputs from
agencies other than CIA, NSA and DIA that have contributed to
the data base.

3. The two officers who are assigned to leak

investigations for the Office of Security are

and | It is suggested that the Director of
Security select one of these individuals to participate in the
proposed task force.

CONFIDENTIAL
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DDS§T-083-85

1 February 1985

MEMORANDUM FOR: Chairman, Security Committee

FROM: James V. Hirsch
Associate Deputy Director for Science and Technology

SUBJECT: Leaks of Classified Information

1. It seems to me that we in government unwittingly aid one of the
major sources of leaks of classified information we suffer from today. The
source I refer to is the group of self-proclaimed intelligence pundits
associated with specialized study centers or institutes. These individuals
openly publish or discuss details of our collection sources and analysis
results. The ones who can do the most damage are those who have had prior
legitimate access to classified information. This inside knowledge is often
used to pick selectively from the media that information that is very close
to the truth for use in public unclassified papers or discussions. In this
way erroneous data are gradually sifted out of these analysts'treatment a
given classified issue. Some of these analysts have been careful to identify
prior open sources for their specific studies. I know of one case of a
strategic analyst, a foreigner, who managed to associate himself with U.S.
think-tanks and, by insinuation of SCI access, managed to elicit classified
information in his discussions. Recently, a subpanel on technical collection
of intelligence of an unclassified symposium on strategic issues advertised
the participation of an individual who used to work with one of our
contractors and who held a number of our SCI clearances.

2. The currency of this particular source of intelligence leakage
constantly decays without access to inside information. If we could isolate
these sources of leaks from so-called unclassified governmental or government
contractor interaction, their effectiveness would be significantly
diminished. It doesn't make sense for one part of the government to rail
against intelligence leakage while other parts cheerfully participate in open
forums with individuals who systematically use such exchanges to confirm or
deny classified information already in the public domain. It would seem
prudent for us to investigate ways in which we can prevent government and
government contractor participation in unclassified conferences when there is
a risk that by doing so we could aid in verifying the accuracy of
intelligence information appearing in unclassified published materials. We
gain little or nothing of substance from many of these exchanges, especially
when technical collection of intelligence is the topic. Would it be possible

CONFIDENTIAL
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SUBJECT: Leaks of Classified Information

i ideli imit the participation of
for your committee to develop guidelines to liml : £
Inte)l'ligence Community organizations and their contractors 1in upc1a551f1ed
symposia, conferences or technical meetings dealing w}tp }ntelllgence when
such participation could aid in estahlishing the credibility of known leakers

of classified information?

25X1

y James V. Hirsch

2
CONFINENTIAL
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1 FEB 1985
MEMORANDUM FOR: Chairman, DCI Security Committee
FROM: STAT
CIA Member
SUBJECT: Proposed DCID on Technical Security
Countermeasures
REFERENCE: SECOM D-299, dated 21 December 1984

1. This memorandum responds to referenced request for
comments regarding subject. :

2. The Chairman, SECOM Technical Security Countermeasures -
Subcommittee (TSCS), has provided his comments directly to the
Chairman.

3. Representatives of this Agency's Office of

Communications (COMSEC) have reviewed the reference and the
TSCS document. COMSEC is in concurrence with the TSCS

submission to SECOM.
[Signed]

STAT

'0S/P&M/PPG, (25 Jan 85)! STAT

‘Distribution:!
'Orig - Adse:

! 1 - D/S!
! 1 - PPG Chrono:
: 1 - 0OS Reg.

0S 5 2021
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CONFIDENTIAL
MEMORANDUM FOR: CHAIRMAN, SECURITY COMMITTEE
FROM: Chairman, Technical Surveillance Countermeasures
Subcommittee
SUBJECT: DRAFT DCID Technical Surveillance Countermeasures
REFERENCE: SECOM D-299

1. The referenced draft DCID was discussed in depth at the TSCS
meeting held on 17 January. It was a consensus of the members that
the draft DCID should be modified as follows: Changes are underlined
for ease of comparison.

Pursuant to the provisions of Section 102 of the National
Security Act of 1947 and Executive Order 12333, and National
Security Decision Directive Number 145 which affirms the role of the
Director of Central Intelligence as executive agent for the
Intelligence Community and advisor to the U.S. Government for
technical surveillance countermeasures (TSCM), this directive
establishes policy and procedures for the conduct and coordination
of TSCM within the Intelligence Community.

1. Purpose
This directive assigns responsibilities to the

Intelligence Community and provides guidance to other U.S.
Government organizations for TSCM to prevent the compromise or loss
of national security information through the use of technical
surveillance.

2. Policy
U.S. Government departments and agencies which handle
classified and other sensitive national security information shall
conduct or arrange for TSCM activities in accordance with Director
of Central Intelligence (DCI) guidance.

3. Definitions

a. Technical Surveillance Countermeasures (TSCM) are
techniques and measures to detect and neutralize a wide variety of
hostile penetration technologies which are used to obtain
unauthorized access to classified and sensitive information.
Technical penetrations include the employment of optical,
electro-optical, electromagnetic, fluidic and acoustic means, as the
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sensor and transmission medium, or the use of various types of
stimulation or modification to equipment or building components for
the direct or indirect transmission of information meant to be
protected. TSCM also includes the development and use of protective
systems to detect and deter hostile penetration attempts and the
hostile exploitation of naturally occurrin hazards. These measures

include systems to protect telephones, secure conference rooms and
office areas, and the safeguard of various classified information
handling and storage equipments.

b. The Intelligence Community comprises those U.S. Government
agencies and organizations so identified in Executive Order 12333.

4. Responsibilities

a. The DCI Security Committee shall:

(1) Advise and assist the DCI on the establishment of
policy and procedural guidance covering TSCM activities for the U.S.
Government. This shall include prepartaion of written guidance for
the Intelligence Community on the conduct of TSCM inspections,
coordination of action concerning identified penetration devices and
security hazards in U.S. equipment, and timely dissemination of
information on TSCM.

(2) Coordinate the development and use of the most
effective means for pProtecting national security information against
technical surveillance.

(3) Establish subordinate subcommittees and working groups
to address specific aspects of TSCM.

(4) Develop arrangements with Intelligence Community
agencies for the provision of services of common concern in areas
such as TSCM training, security analysis of telephone equipment and
testing and analysis of penetration devices used against the U.S.
Government or other nations. Coordinate the conduct of thcse
services.

(5) Coordinate Intelligence Community research and
development programs on TSCM.

(6) Promote and foster joint procurement of TSCM equipment
by Intelligence Community agencies.

(7) Evaluate the impact on national security of proposed
foreign disclosure of TSCM equipment or techniques, and recommend
policy changes as needed.

(8) Prepare collection guidance for Intelligence Community
use in obtaining intelligence information on the plans, capabilities
and actions of foreign governments concerning technical penetrations
and countermeasures against them.

b. Intelligence Community departments and agencies shall:
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(1) Conduct TSCM inspections in accordance with
established DCI Procedural Guides.

(2) Report to the DCI Security Committee, data obtained on
the technical surveillance threat and on penetration devices and
techniques used against the United States or other nations.

(3) Disseminate within their areas of responsibility
all-source collection guidance on TSCM and ensure that intelligence
collected is provided to the DCI Security Committee.

(4) Ensure that the DCI Security Committee is kept
appraised of their TSCM training and research and development
requirments and activities.

(5) Assist one another to the extent of their capabilities
through the provision of services of common concern and shared
research and development efforts.

(6) Provide TSCM support to U.S. Government departments
and agencies outside the Intelligence Community in accordance with
memoranda of understanding or other agreements.

(7) Coordinate through the DCI Security Committee proposed

foreign disclosure of TSCM equipment oOr techniques.

c. Other U.S. Government departments and agencies may:

(1). Arrange for TSCM support from Intelligence Community
member organizations through memoranda of understanding or other
forms of agreement. These shall be coordinated with the DCI
Security Committee.

2. If you have any further questions about the above or require
any additional information please telephone me on
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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee

X SECOM-D-299
21 December 1984

MEMORANDUM FOR: SECOM Members

FROM: 25X1
~Chairman
SUBJECT: Policy on Technical Surveillance Countermeasures 25X1
—
e ~

1. Attached for your review is a draft Director of Central Intelligence
Directive to provide policy guidance on technical surveillance countermeasures
(TSCM). There is a need for specific guidance in this area. NSDD-145 states -
in paragraph 10a that nothing in that directive alters existing DCI
authorities as Executive Agent of the Government for TSCM. Those authorities
need to be spelled out to ensure common understanding of areas of
responsibility.l_fff_fffOM charter does not provide any degree of specificity

in that regard. 25X1
2. This draft directive will be discussed at the 9 January 1985 SECOM
meeting. Please come prepared to comment on it.| | 25X1
/

25X1
Attachment: a/s
cc: Chairman, SECOM TSCS, w/att

25X1
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MEMORANLUM FCR: Director of Security

25X1
FROM:

Directer of Commurications

SURJECT: Proposed LCI Directive or TSCH 25X1

1. As has teen inforrmally discussed tetween our.Sta{fs, apa
as a follcu-on to discussions at tke ¢ January 1985 §ECCM
meetinrg, I wvould like to document Ry corcerns regarding the
proposed PCI Directive on Technical Surveillance Countermezsures
(TSCM). Wrile thre iritiative to estatlish DCI guidance in light e
of NSDL 145 is understood, jt is telieved that portions of the -
roposed broad definition of TECM overla substantially with

25X1

1. The frllowvirg additicnal cemrents cre cvggested:

25X1
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* 4, It is recorperded that our Staffs srkedqu a ?eetivf te
discnes the atove ccncerrs and ccmne?§$ te 2eternire tow best to pex
\ ate them inte tte preposed I'CIT.
_ ‘incorpﬂr | is the GC Poirt of Contact, | | 25X1
i /S5/
4 25X1
! CRIC:DC/CC-CSD (11 JAN 8%) 25X1
Distribution:
Original - Addressee
- 0C-CST/TSG, w/att. .
Ké;l DC-CSD
, - CC-CSD Ctrroro
| AUTII: .
/5/' 10 Qans 75
Thieft, OL-CSD - Tate
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ROUTING AND RECORD SHEET
SUBJECT: (Optional) . ] .
FY 85 RED and Procurement Candidate Projects
FROM: Y 25X1
DATE
13 March 1985

T OMcar desigation, reom ber, ond DATE X Number each ¢ t to show from whom

bullding) WECEVID | FORWARDED ?:ﬁlrﬁfss iorht!mmsbr(w a line oc':ou column 'oﬂorh oad: comm:n")

" c/ B ,',/ '3/ J72_ | Attached i onse to

Podicy Br. - ached is resp
ol SECOM tasking regarding
2. subject.
c/pec A5 | AW
3. S
Po/E s
4
~DBfS
5.
B

6.

7.

8.

9.

10.

n.

12.

[ J
13.
—= |25X1
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14 [4AR 1885
MEMORANDUM FOR: Chairman, SECOM
FROM: | |
SECOM Member
SUBJECT: FY 85 R&D and Procurement Candidate Projects

1. This memorandum is in response to a request from
Chairman, SECOM, to provide comments concerning the list of
SECOM Contract Projects for FY 1985 provided to the membership
at the 6 March 1985 SECOM meeting.

2. The listing, as indicated, meets with my approval. It
is my observation that the "Study of How Leaks Distort the
Criminal Justice System in Graymail Cases" seems to be an
obscure topic that does not have sufficient broad-based
interest to be included, but this is only an observation and
not a negative response to conducting such a study.

'0S/P&M/PPG (13 Mar 85)!

!Distribution:!

: Orig - Adse!

! 1 - D/S!

! 1 - 0OS Registry:

! 1 - PPG Chrono!
(1)- SECOM File
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